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REGULATIONS N° …/2026 OF …/…/2026 ON THE LICENSING, OPERATIONS AND SUPERVISION OF VIRTUAL ASSET SERVICE PROVIDERS

The Capital Markets Authority of Rwanda;

Pursuant to Law N° 057/2021 bis of 18/09/2021 establishing the Capital Market Authority of Rwanda, especially Articles 8 and 9;

Pursuant to the Law N° 023/2026 of 25/05/2026 regulating virtual asset business in Rwanda, especially in Articles 6,7,10,16,19 and 20;

ISSUES THE FOLLOWING REGULATIONS:

CHAPTER ONE: GENERAL PROVISIONS

Article One: Purpose 

These regulations govern the licensing, operation and supervision of Virtual Asset Service Providers operating in or from Rwanda. 

Article 2: Interpretation

In these Regulations:
(a) “advertisement” means a representation made for the purpose of directly or indirectly promoting virtual assets or virtual asset services through any medium or in any form, including print, radio, television, outdoor advertising, internet, social media, promotional materials, direct mail, white papers, prospectuses, telemarketing, seminars and presentations.
(b) “beneficial owner” means the natural person who ultimately owns or controls a customer or a legal person or arrangement, or on whose behalf a transaction or activity is conducted, in accordance with applicable AML/CFT/CPF laws;
(c) “Capital Adequacy” means the requirement for a VASP to maintain sufficient financial resources to cover risks;
(d) “Central Bank” means the National Bank of Rwanda;
(e) “Client money” means fiat currency belonging to a client that is held or controlled by a VASP on behalf of that client in connection with the provision of virtual asset services;
(f) “Client segregation account” means an account maintained with a bank licensed to operate in Rwanda in which a VASP holds fiat currency belonging to or received on behalf of its clients, separately from the VASP’s own money;
(g) “Client virtual asset” means virtual asset owned by a client and held or controlled by a VASP on behalf of such client in the course of, or in connection with, the carrying on virtual asset business;
(h) “Client virtual asset wallet” means a wallet or record maintained by a VASP to identify and record the client virtual assets held or controlled by a VASP on behalf of the client
(i) “cold wallet” or “cold storage” means an offline wallet or storage arrangement used for the safekeeping of virtual assets under controlled access procedures;
(j) “conversion” means the exchange of virtual assets for fiat currency or other virtual assets;
(k) “critical system" an information system, application, wallet or infrastructure component that supports a critical function;
(l) “cryptographic key management” means the policies, procedures, systems and controls used for the generation, storage, use, access, rotation, backup, transmission, destruction and audit of private keys, key shares, seed phrases, recovery phrases, signing credentials and other cryptographic material used to access, control, authorise or transfer virtual assets;
(m) “custody” means the holding, control, safekeeping, administration, or ability to access or transfer virtual assets or private keys on behalf of another person, whether directly or indirectly;
(n) “customer assets” means virtual assets, private keys or other assets held, controlled, administered or safeguarded by a VASP for or on behalf of a customer;
(o) “fit and proper” means meeting standards of integrity, competence, financial soundness and reputation as determined by the Regulatory Authority;
(p) “hot wallet or hot storage” means a wallet or storage arrangement connected to the internet or otherwise configured for immediate or frequent online access, transaction signing, transfer or operational liquidity;
(q) “insider information” means material non-public information relating to a virtual asset that, if made public, would likely have a significant effect on its price or trading activity;
(r) “license” means an authorisation granted to operate as a VASP;
(s) “liquid assets” means cash or assets that can be readily converted into cash within a short period without material loss of value and that are available to meet the VASP’s obligations as they fall due;
(t) “market abuse” means conduct that undermines market integrity, including market manipulation and insider trading;
(u) “material change ” means a change or event that has, or could reasonably be expected to have, a significant effect on the VASP’s ownership, governance, financial condition, business model, risk profile, customer assets, technology, outsourcing, compliance status or ability to meet its regulatory obligations;
(v) “cyber incident” means a cybersecurity event, breach, compromise, intrusion, outage, failure, unauthorised access or transaction, data loss, key compromise, smart-contract exploit, denial-of-service attack, ransomware event or other cyber-related occurrence that has caused, or is reasonably likely to cause, material harm to customers, customer assets, operations, systems, data, market integrity, regulatory access or continuity of services;
(w) “off-ramp service” means a service that enables a person to sell, redeem, convert or exchange virtual assets for fiat currency or withdraw value from a virtual asset arrangement into fiat currency; 
(x) “on-ramp service” means a service that enables a person to use fiat currency to acquire, fund, access or enter into transactions involving virtual assets;
(y) “outsourcing” means the delegation of operational functions to a third party;
(z) “paid-up capital” means the money received from shareholders as capital available to enable the licensee to meet its liabilities, including in the event of bankruptcy or winding-up;
(aa) “private key” means a cryptographic key that enables a user to access and control virtual assets;
(ab) “proprietary trading” means trading or dealing in virtual assets by a VASP for its own account using its own funds or assets and not on behalf of a customer;
(ac) operating in or from Rwanda” means carrying on a virtual asset service from an establishment in Rwanda or providing, offering or marketing such service to persons in Rwanda;
(ad) “Regulatory Authority” means the Capital Markets Authority of Rwanda;
(ae) ”recovery time objective” means the maximum period within which a critical system must be restored after a disruption;
(af) ”recovery point objective” means the maximum period of data loss that is acceptable after a disruption;
(ag) “smart contract” means computer code deployed on a distributed ledger that executes automatically when predetermined conditions are met;
(ah) “threat-led penetration test” a test that imitates the tactics, techniques and procedures of real threat actors, based on threat intelligence, against the live production systems that support critical functions;
(ai) “Seed Phrase” means a human-readable sequence of words, also known as a mnemonic or recovery phrase, used to generate, restore or recover a seed, private key, wallet or signing arrangement;
(a) “senior management” means the chief executive officer or managing director and any executive who reports directly to the board, a board committee, or the chief executive officer or managing director;
(b) “significant shareholder” means a person who, directly or indirectly, alone or together with an associate, holds or control at least 5% of the VASP’s equity capital ownership or voting rights , or enables the holder to exercise significant influence over the management or decision-making of the VASP;
(c) “transfer” means the movement of a virtual asset from one virtual asset address or wallet to another;
(d) “travel rule” means the requirement to transmit originator and beneficiary information in virtual asset transfers;
(e) “trading platform” means a digital platform that, for a fee, commission, spread or other benefit, facilitates the buying, selling or exchange of virtual assets for fiat currency or other virtual assets, including by matching buyers and sellers or executing transactions on their behalf;
(f)  “virtual asset broker-dealer” means a person that, on behalf of a client, facilitates the purchase, sale or other transaction in virtual assets, whether as principal or agent;
(g) “virtual asset issuance platform operator” means a person that operates a platform or system for the issuance, offering and distribution of virtual assets on behalf of an issuer;
(h) “virtual asset exchange” means a person that operates a platform or system for listing, buying, selling or exchanging virtual assets, including order matching and execution, clearing, settlement, transfer, and exchange between virtual assets and fiat currency;
(i) “virtual asset custodian” means a person that provides custody or safekeeping services for virtual assets or the means of access to virtual assets on behalf of clients;
(j) “virtual asset investment adviser” means a person that provides advice to clients concerning the acquisition, disposal, holding or investment in virtual assets;
(k) “virtual asset investment manager” means a person that, pursuant to client agreement, manages or makes investment decisions concerning virtual assets or a portfolio of virtual assets on behalf of that client;
(l) “Virtual asset escrow service” means holding virtual assets on behalf of parties to a transaction until specified contractual or transaction conditions are fulfilled;
(m) “wallet” means a software or hardware tool used to store, manage and transfer virtual assets.

Article 3: Scope

These regulations apply to any entity conducting virtual asset services in Rwanda, or targeting Rwandan market. 


CHAPTER II: VIRTUAL ASSET SERVICE PROVIDERS, THEIR SERVICES AND SPECIFIC REQUIREMENTS 

Article 4: Categories of Virtual Asset Service Providers 

Virtual asset service providers are categorized as follows:
(a) virtual asset issuance platform operator;
(b) virtual asset broker-dealer;
(c) virtual asset exchange;
(d) virtual asset custodian;
(e) virtual asset investment manager;
(f) virtual asset investment advisor.

Section One: Virtual Asset Issuance Platform Operator  

Article 5: Services provided by a virtual asset issuance platform operator

(1) The services of a virtual asset issuance platform operator may include operating a system or facility for:
(a) the minting or creation of virtual assets including stablecoins, tokenization of real-world assets and creation of other virtual assets other than stablecoins and tokens representing real world assets;
(b) issuance, offering and distributions of virtual assets;
(c) administration of virtual assets on the primary market;
(d) structuring and tokenization of real-world assets;
(e) verification of disclosures related to the issuers and virtual assets;
(f) investor onboarding including due diligence, eligibility and suitability assessments;
(g) placement and distribution of virtual assets;
(h) where applicable, redemptions, burning and such other virtual asset issuance related functions;
(2) Virtual asset issuance platform operator may carry out functions supporting one, two or three categories of virtual assets;
(3) Custody of virtual assets, transfer, settlement, secondary market trading and other regulated activities require separate licenses.

Article 6: Core obligations of the virtual asset issuance platform operator 

(1) In addition to the general requirements applicable for the VASPs, the virtual asset issuance platform operator:
(a) conducts appropriate due diligence on issuers, and where applicable, issuers authorized representatives, and beneficial owners; 
(b) ensure that appropriate regulated, authorized and qualified parties are engaged in the virtual asset issuance process including promoters, valuers, auditors, legal practitioners and any other third party or arrangement involved in the issuance of virtual assets;
(c) verifies the disclosures related to the virtual assets being issued, projects to be funded, reserve assets, underlying real world assets, investors rights, conflict of interests, safeguards arrangements, material risks and any other disclosures; 
(d) verifies required approvals, consents, and where applicable, valuation reports, legal opinions, audits, reserve attestations, custody arrangement of reserve assets or real-world assets as applicable, insurance and other safeguards applicable to the issuance of virtual assets;
(e) conduct investor onboarding including eligibility and suitability assessments;
(f) ensures that investor funds are not released to the issuer unless the conditions of issuance have been met.
(g) maintains complete and accurate records of all virtual asset issuance activities including, subscriptions, allocations, allotments, refunds, failed subscriptions, wallet addresses, valuations and audits of the reserve assets or real-world assets, complaints and any other disclosures;
(h) establish procedures for failed offerings, oversubscriptions, undersubscriptions, refunds, withdraw rights, cancellation, issuer default, misstatements, fraud, material cyber incident, custody or settlement failure.
(2) A virtual asset issuance platform operator shall not:
(a) carry out secondary market activities unless separately licensed to carry out such services; 
(b) provide direct or indirect advisory services to investors in relation to virtual assets, or guarantees the success, performance, liquidity, redemption, return, price appreciation or profitability of any virtual assets;
(3) A virtual asset issuance platform operator submits the procedures and controls governing the issuance, offering and distribution of virtual assets as part of the licensing requirements 

[bookmark: _Hlk244674548]Article 7: Safeguarding of subscription monies and virtual assets

(1) The virtual asset issuance platform ensures that 
(a) the issuer maintains a trust or escrow account with a licensed custodian in Rwanda;
(b) investor virtual assets are segregated from the proprietary virtual assets of the virtual asset issuance platform operator, or other investors;
(2) The subscriptions monies shall only be released to the issuer where:
(a) the minimum subscriptions condition of the offering has been met;
(b) all applicable cooling-off, withdraw, refund or cancellation rights have been addressed;
(3) Where the subscriptions monies received in an offering exceed the approved hard cap, the virtual asset issuance platform operator shall apply the approved allocation and shall return any excess subscription monies to investors within five (5) business days.
(4) Where the conditions of the offering are not met, or where the Regulatory Authority directs suspension or cancellation, subscription monies shall be returned to investors within five (5) business days.
(5) The virtual asset issuance platform operator shall maintain daily reconciliation of subscriptions funds against investor records and other related transactions including bank records, custody records, settlement records, wallet balances, and platform ledgers. 
(6) The virtual asset issuance platform operator shall within two (2) business days notify the Regulatory Authority of any material reconciliation issues, authorized transfer, wallet compromise, issuer default, failed offering, delayed refund or other event that may affect subscription monies of virtual assets.

Section 2: Virtual Asset Broker Dealer

[bookmark: _Hlk244674564]Article 8: Services provided by the virtual asset broker dealer

(1) A virtual asset broker-dealer undertakes –
(a) reception and arrangement of customer orders for the purchase and sale of virtual assets on behalf of customer;
(b) accepting fiat currency, or other virtual assets for such orders;
(c) execution of orders for virtual assets on behalf of the customer;
(d) acting as intermediary between buyers and sellers;
(e) marketing, soliciting, or distributing virtual assets to investors;
(f) facilitating placement, offering of virtual assets, or other issuance related services on behalf of the issuer;
(g) providing brokerage services in relation to virtual asset transactions;
(h) dealing in virtual assets, either as principal for its own account or as agent on behalf of clients;
(i) providing virtual asset liquidity; 
(2) A virtual asset broker dealer may also facilitate:
(a) exchange of fiat currency into virtual assets and exchange of virtual assets into fiat currency;
(b) exchange between one or more forms of virtual assets;
(c) transfer of virtual assets on behalf of customer in collaboration with virtual asset custodian and virtual asset exchange;

[bookmark: _Hlk244674581]Article 9: Specific licensing requirements for virtual asset broker dealer;

In addition to general licensing requirements under these regulations, a virtual asset broker-dealer submits:
(a) a description of adequate systems and controls for receiving, handling, transmitting and executing customer orders;
(b) order handling and execution policy including trading confirmation procedures and record keeping;
(c) procedures for order amendment and cancellation;
(d) proprietary trading policy; 
(e) arrangements for safeguarding customer assets;
(f) internal controls framework to prevent market manipulation, misuse of customer orders or information, manipulation of prices offered to customer;
(g) information on the exchange the applicant is seeking membership to. 

[bookmark: _Hlk244674594]Article 10: Handling and execution of client orders

(1) A virtual asset broker dealer establishes and maintains effective arrangements to ensure: 
(a) proper transmission of client orders for execution to the trading platform;
(b) clients’ orders are handled fairly and in due order;
(c) clients’ orders are not aggregated with orders for its own accounts or for other clients; 
(2) The virtual asset broker dealer does not misuse information relating to pending client orders. 
(3) A virtual asset broker-dealer: 
(a) establishes and maintains a best order execution policy and related procedures to ensure fair execution of clients’ orders, and that the policy is disclosed to the clients. 
(b) acts in the best interests of its clients and take reasonable steps to obtain the best possible results when executing clients’ orders;
(c) disclose its order execution model, including whether it acts as agent or principal;
(d) disclose material conflicts of interest, fees, commission, or where applicable, spreads, mark -ups, and other order execution related matters;

[bookmark: _Hlk244674609]Article 11: Virtual asset dealing activities and liquidity provision

(1) A licensed virtual asset broker dealer may conduct virtual asset dealing activities and liquidity provision;
(2) The virtual asset broker dealer
(a) conducts virtual asset dealing activities or liquidity provisions on a licensed virtual asset exchange;
(b) does not operate a trading platform on which it conducts virtual asset dealing activities or liquidity provision;
(c) does not provide virtual asset custody services;
(3) The virtual asset broker dealer who provides virtual asset dealing activities or liquidity on a licensed virtual asset exchange, conducts its business in accordance with virtual asset exchange operating rules approved by the Regulatory Authority;
(4) The virtual asset exchange shall not permit any person to deal in virtual assets or provide liquidity on the trading platform it operates, unless such person is licensed by the Regulatory Authority;

Section 3: Virtual Asset Exchange 

[bookmark: _Hlk244674623]Article 12: Services provided by the virtual asset exchange

A virtual asset exchange undertakes the following–
(a) operate a digital platform for listing, buying, selling, match buyers and sellers, and trading of virtual assets.
(b) execution of trades;
(c) clearing and settlement of virtual asset transactions;
(d) provision of virtual asset transfer services on behalf of customer in collaboration with the virtual asset custodian and, where applicable, with the virtual asset broker dealer;
(e) exchange of fiat currency into virtual assets and exchange of virtual asset into fiat currency;
(f) exchange between one or more forms of virtual assets;

[bookmark: _Hlk244675075]Article 13: Specific licensing requirements for virtual asset exchange

In addition to the general licensing requirements under these regulations, an applicant wishing to operate as a Virtual Asset Exchange submits:
(1) rules governing the operations of the trading platform, including rules on:
(a) listing, trading, execution and settlement   of Virtual Assets and due diligence procedures to be undertaken before listing;
(b) fees structure;
(c) suspension and removal of virtual assets from trading.
(2) a comprehensive description of the architecture, functionality and operating model of the trading platform specifying: 
(a) participant access, types of orders that may be submitted and the circumstances under which an order may be rejected, suspended or cancelled, order management, execution and matching mechanism;
(b) methodology for price discovery and disclosure of market information;
(c) post-trade arrangements, including trade confirmation, clearing and settlement, custody or safeguarding of Virtual Assets, and settlement of fiat currency where applicable; 
(d) arrangements for identifying and managing erroneous or failed transfers;
(e) arrangements for managing transfers involving unhosted wallets;
(f)  arrangements for monitoring trading activity, detection and prevention of market abuse, erroneous orders, transaction monitoring and other applicable financial crime controls;
(g) adequacy of its systems capacity, resilience and security having regard to the volume and nature of transactions processed.

[bookmark: _Hlk244675084]Article 14: Trading of virtual assets on a trading platform

(1) A person operating a virtual asset trading platform shall be a licensed virtual asset exchange;
(2) A virtual asset exchange operates order book trading market model, and establishes, maintain and implement clear and transparent operating rules, policies and procedures for the trading platform covering:
(a) customer approval process, including customer due diligence, and procedures for creating and funding trading account, and accessing the trading platform through its available trading channels or interfaces;
(b) proportionate criteria for participation in trading activities which promote fair and open access to the trading platform for clients willing to trade;
(c) rules and procedures to ensure fair, orderly, transparent and efficient execution of trades;  
(d) conditions for virtual assets to remain available for trading, including minimum liquidity thresholds and periodic disclosure requirements;
(e) conditions under which trading of virtual assets can be suspended or cancelled;
(f) trading hours of the trading platform;
(g) procedures to prevent market manipulation, market abuse and other abusive trading activities.
(3) The virtual asset exchange: 
(a) establishes arrangements and defines business relationships with virtual asset broker-dealer, virtual asset custodian, virtual asset liquidity providers and other related virtual asset service providers;
(b) may obtain liquidity from independent liquidity providers and licensed virtual asset broker-dealers, provided that the virtual asset exchange conducts appropriate due diligence on such entities before engaging their services;
(c) submits, as part of the licence application, a list of virtual asset liquidity providers and other virtual asset service providers with which it intends to establish, or has established business relationship, together with details of the relevant arrangements with such entities;
(4) The Virtual Asset Exchange:
(a) does not deal on its own account or acts as a market maker on the virtual asset trading platform it operates;
(b) must not be an issuer of any virtual asset traded on the trading platform it operates;
(c) ensures that no virtual assets excluded under the Law, or use cases not allowed under the Law, are made available on its trading platform;
(d) does not operate Over the Counter trading, Peer to Peer trading or engage in any form of derivatives markets including those involving virtual assets, unless separately authorized by the Regulatory Authority; 
(e) does not engage in, permit, or facilitate prohibited market conducts, including 
i. wash trading; 
ii. price manipulation;
iii. artificial volume creation;
iv. trading on insider information;
v. front-running or trading ahead of clients’ orders;
vi. any other market misconducts;
(5) The Virtual Asset Exchange shall have in place effective systems, procedures and arrangements to ensure that its trading systems: 
(a) are resilient; 
(b) have sufficient capacity to handle high volumes of orders and trading related messages during the periods of intense trading activity; 
(c) are able to ensure orderly trading under conditions of severe market stress; 
(d) are able to reject orders that exceed pre-determined volume and price thresholds or contain errors;
(e) are fully tested to ensure that the conditions under points (a) to (d) are met; 
(f) are subject to effective business continuity arrangements to ensure the continuity of their services if there is any failure of the trading system;  
(g) are sufficiently robust to prevent their abuse for the purposes of money laundering, terrorist financing or proliferation financing;
(6) The virtual asset exchange implements market surveillance systems and trading monitoring tools capable of detecting and preventing market abuse and other prohibited practices; 
(7) A Virtual Asset Exchange 
(a) publicly displays, on a continuous basis during trading hours, the bid and ask prices for virtual assets and the quantities available for purchase or sale at each of those prices.
(b) publicly discloses the price, quantity and time of each transaction executed on the platform as close to real time as is technically possible after the transaction is executed.
(c) executes a trade for a client only where the client has sufficient currency or virtual asset to complete the trade.
(d) initiates the final settlement of each virtual asset transaction executed on its trading platform on the DLT and ensures that settlement is completed within the applicable timeframes.
(8) Virtual asset exchange shall maintain complete and accurate records and audit trays of 
(a) all orders, trades, cancellations, amendments, executions and all clients’ instructions;
(b) account activity, wallet addresses, transaction identifiers, timestamps, and settlement records; 
(c) complaints and how they are handled, incident reports
(d) account activity and each client’s virtual asset balances held in trading account on its trading platform and all relevant transactions
(9) The records should be kept in a manner that enables the Regulatory Authority to access such information where needed, for the period of ten (10) years.
(10) The virtual asset exchange’s operating rules and all other relevant policies and procedures shall be submitted to the Regulatory Authority for prior approval before implementation;
(11) A virtual asset exchange establishes effective market-surveillance systems and controls capable of identifying suspicious trading patterns, abnormal price or volume movements, wash trading, self-trading, spoofing, layering, artificial volume creation, price manipulation, insider dealing, front-running and misuse of order-flow information.
(12) The exchange maintains tamper-evident audit trails of orders, amendments, cancellations, executions, account activity, wallet addresses, settlement records, transaction identifiers, timestamps, surveillance alerts, system logs and interventions, and shall make such records available to the Authority upon request.

[bookmark: _Hlk244675095]Article 15: Virtual Asset Transfer

(1) A virtual asset exchange establishes and maintains procedures to ensure that all virtual asset transfers conducted on behalf of a client are duly authorised and executed in accordance with the client’s instructions.
(2) A virtual asset exchange in relation to the transfer of virtual assets:
(a) is responsible to its client for the correct execution of virtual asset transfers and settlements to the intended recipient’s VASP or wallet. 
(b) promptly investigates, traces the virtual assets and inform the client of the outcome, where a transfer fails, is incomplete or incorrectly executed;
(c) remains liable unless it demonstrates that it is not responsible for the failure, error or incompleteness.
(3) A recipient’s VASP in relation to the virtual asset transfer services:
(a) ensures that its clients’ virtual asset wallets and accounts are operational and capable of receiving virtual assets and provide the necessary routing information. 
(b) is liable for a failed or incorrect transfer only where the sender’s VASP demonstrates that the transfer was correctly executed in accordance with the instructions and the failure resulted from an error attributable to the recipient’s VASP.
(4) A virtual asset exchange: 
(a) ensures that virtual asset transfers are properly authorized, accurately and securely executed, and processed within disclosed timeframe.
(b) clearly discloses the condition for transfer finality, and the procedures for failed, delayed or disputed transfers.
(5) A virtual asset exchange stablishes and discloses procedures 
(a) for transfer initiation, maker – checker controls for material transfers and withdraws limits, 
(b) for address verification, failed or disputed transfers, reconciliation, client notification and incident escalation.
(6)  Where transfers involve third-party services providers, including virtual asset custodian, virtual asset broker dealer, the virtual asset exchange shall clearly define the respective responsibilities of the parties and establish procedures for managing transfer failures, where technically possible;
(7) Immediately after the transfer of the virtual asset has been completed, the virtual asset exchange must provide the client a receipt with the following information:
(a) Date and time of the transmission;
(b) Amount and type of virtual asset in the transmission
(c) Transaction identification details including identification of VASPs involved
(8) In addition to other disclosures and other client agreement requirements, the virtual asset exchange discloses to clients that virtual asset transactions:
(a) may be irreversible and that any losses suffered may not be recoverable;
(b) may not be finalized until recorded and confirmed on the relevant DLT which may be subject to unintended delays;
(c) may experience technical difficulties unrelated to actions by the virtual asset exchange that may in turn impact client’s ability to access or use the virtual assets transfers;
(9) The virtual asset exchange discloses to the clients’ applicable fees or charges related to virtual asset transfers.
(10) The virtual asset exchange shall maintain accurate records of client instructions and virtual asset transfers for the period of ten (10) years;

[bookmark: _Hlk244675104]Article 16: Virtual asset clearing and settlement 

(1) The virtual asset exchange establishes and maintains clear policies and procedures for clearing and settlement of virtual asset transactions to ensure:
(a) transparency, traceability and auditability of virtual asset transactions;
(b) accurate reconciliation between clients’ accounts, trading records, custody records, wallet balances, transaction hashes and trading platform ledgers;
(c) efficient trade verification and clearing;
(d) settlement of both virtual assets and fiat money, including applicable timeframe for transferring virtual assets to clients’ wallets and fiat currencies to clients’ bank accounts;
(e) settlement finality of all virtual asset transaction;
(2) The virtual asset exchange maintains procedures for failed and erroneous settlements, transaction reversals and cancellations, freezes, suspensions, and client notifications.
(3) The virtual asset exchange notifies the Regulatory Authority within 24 hours any material settlement failure or any other event that may affect client assets or market integrity; 
(4) The virtual asset exchange defines and discloses the point at which the settlement becomes final.

[bookmark: _Hlk244675121]Article 17: Virtual asset conversion services 

(1) The virtual asset broker dealer engages financial institutions licensed by the National Bank of Rwanda to provide or facilitate fiat payment or settlement services, for the processing of transactions relating to:
(a) the exchange of fiat currency into virtual assets; 
(b) the exchange of virtual assets into fiat currency; and 
(c) the exchange between one or more forms of virtual assets;
(2) A virtual asset broker dealer 
(a) establishes and maintains clear procedures for deposits, withdrawals, failed transactions, refunds, reversals, and the resolution of client disputes.
(b) clearly disclose to clients, the applicable exchange rate, the price of virtual asset, and all applicable fees and charges.
(3) Client fiat funds received or held in connection with on-ramp or off-ramp services shall be segregated from the VASP’s proprietary funds;
(4) Financial institutions facilitating fiat payment or settlement services are not required to be licensed as VASPs solely by providing such services, provided they do not conduct virtual asset services;
(5) A licensed financial institution intending to provide virtual asset services must be licensed as a VASP under these regulations and may be required approval or no-objection from its primary regulator;
(6) The virtual broker dealer is not authorized to conduct payment services, foreign exchange services, leveraged foreign exchange trading or other regulated financial services, unless separately licensed by the National Bank of Rwanda or the Capital Market Authority;

Section 4: Virtual Asset Custodian

Article 18: Services provided by the virtual asset exchange

(1) A virtual asset custodian carries out the following:
(a) provision of custody and administration of virtual assets on behalf of the customer
(b) providing virtual asset escrow services;
(c) secures customers’ private keys and wallets;
(d) maintains records showing each customer’s holdings;
(e) applies controls before virtual assets are released or moved;
(2) The virtual asset custodian also facilitates the transfer of virtual assets in collaboration with the virtual asset exchange, and where applicable, with the virtual asset broker dealer


Article 19: Specific licensing requirements for virtual asset custodian

In addition to general licensing requirements, a virtual asset custodian submits:
(a) a description of technology to safeguard client virtual assets;
(b) a detailed description of the proposed custody business model, including the types of virtual assets to be held, the categories of clients to be served;
(c) a detailed description of the custody solution, including the proposed wallet architecture, arrangements for holding, controlling, generating, storage, use, recovery and destruction of private keys;
(d) the proposed arrangements for segregation of customer virtual assets from the applicant’s own assets and from the assets of other customer, including the treatment of omnibus and individually segregated wallets;
(e) the procedures for receiving, holding, transferring and returning client virtual assets, including the arrangements for authorizing and verifying client instructions. 

Article 20: Providing custody and administration of virtual asset on behalf of clients

(1) A person that holds, safeguards, administers or exercises control over clients’ virtual assets, private keys, seed phrases or other means of access to such assets must be a licensed virtual assets custodian and complies with the applicable requirements; 
(2) The virtual asset custodian must be a separate legal entity from any member of their group that provides virtual asset related services other than virtual asset custody services;
(3) The virtual asset custodian shall establish and maintain operational controls, technology and custody policies, including internal rules and procedures, to ensure the safekeeping of virtual assets and means of access to the virtual assets, and makes such policies available to its clients;
(4) The virtual asset custodian: 
(a) maintains adequate arrangements for client onboarding, receipt and return of clients’ virtual assets, verification and documentation of virtual assets in custody, wallet governance, cryptographic key management, and segregation of clients’ virtual assets.
(b) maintains client virtual asset wallet for each client and ensures that client’s virtual asset holdings are identifiable and accurately recorded at all times;
(c) ensure that clients virtual assets: 
i. are segregated from his own virtual assets and those of other clients; 
ii. are not transferred, pledged, encumbered, lent out, rehypothecated or otherwise used for the benefit of the virtual asset custodian; and
iii. does not form part of virtual asset custodian own virtual assets and are protected against claims by his creditors in the event of insolvency;
(d) maintains records identifying each client’s virtual assets including when they are held in pooled wallets;
(e) ensure that clients have access to and withdraw their virtual assets including but not limited to, during periods of high uncertainty or extreme volatility; 
(f) ensure that virtual asset custody services are only provided in accordance with verified client instructions;
(g) ensures that custody records, wallets records and other related data are securely maintained and accessible to the Regulatory Authority at any time;
(h) does not combine virtual asset custody services with other virtual asset services including trading, brokerage, conversion, dealing, market making, issuance or other virtual asset services that may give rise to conflict of interests.
(4) Virtual Asset Custodian
(a) maintains appropriate systems, controls and reconciliation procedures to ensure that the records of client virtual assets correspond with the virtual assets he holds or controls; 
(b) provides their clients, at least every month and at the request of the clients, with the statement of virtual assets held on behalf of those clients, specifying the virtual assets concerned, their balance, their value, and all transfers of virtual asset made including the amount and dates of such transactions; 
(c) maintains a full audit tray of all transactions on a client account for at least ten (10) years, and the audit tray should include information on each transaction including dates and time, the transaction types, the relevant signatories, ant the virtual assets involved;
(5) The virtual asset custodians are liable to their clients for the loss of any virtual asset or of the means of access to the virtual assets they hold, and the liability shall be capped at the market value of the virtual asset that was lost at the time loss occurred;
(6) The virtual asset custodian discloses on their website in a prominent place, or make available by other publicly accessible means, a statement of whether the virtual asset custodian has accounts, funds, or virtual assets maintained by third party and if so, provide the identity of that third party;
(7) Virtual asset custodian may carry out virtual asset transfer or settlement services subject segregation between operations relating to virtual asset custody services and those of virtual asset transfer and settlement services;

Article 21: Client virtual asset wallet and cryptographic key management

(1) the virtual asset custodian maintains documented client virtual asset wallet and cryptographic key management arrangements covering generation, storage, use, access, rotation, backup, recovery, transmission and destruction of private keys, key shares, seed phrases, recovery materials and signing credentials;  
(2) the virtual asset custodian when creating seeds, cryptographic key pairs comprising private and public keys, or other similar mechanisms required to provide virtual asset custody services: 
(a) use industry standards and best practices to create the seed, private and public keys; or 
(b) use other similar mechanisms to ensure a secure generation;
(c) assess and mitigate risk associated with the generation of seeds, cryptographic key pairs or other similar mechanisms assigned to authorized signatories including:
i. preventing authorized signatories from participation in the generation process of seeds or cryptographic key pairs;
ii. appropriate segregation of duties between individuals responsible for generating seeds or cryptographic key pairs, and those authorized to use such cryptographic material to approve or cryptographically sign transactions;
iii. restricting individuals involved in generating seeds or cryptographic key pairs from authorizing or cryptographically signing transactions using such cryptographic material;
iv. establishing access control to prevent individuals involved in generating cryptographic material from accessing relevant systems in a manner that could enable them to initiate, approve or execute authorized transactions.
(3) the virtual asset custodian 
(a) applies industry standards and best practices for encrypting and securely storing clients private key including the use of secure storage devices when such keys are not in use;
(b) ensure that private key stored online or in a single physical location cannot, on their own authorize or execute virtual asset transactions without additional security and authorization controls.
(c) Store backups of seed and cryptographic keys separately from the primary seeds and cryptographic keys;
(d) Ensure that backups are protected using encryption standards at least equivalent to those applied to the primary seeds and cryptographic keys;
(e) Ensure that backup components which, when combined, could enable the recovery of cryptographic keys or facilitate virtual asset transactions, are stored and managed in a manner that prevent access to all such components through a single point of access;
(f) Use multi-signature approaches where appropriate based on the specific types of virtual asset and the risk of transaction, and have in place well documented audited procedures; 
(g) Use multi-signature mechanisms, where appropriate, taking into account the type of Virtual Asset, the risk level of the transaction or otherwise required by the Regulatory Authority, and maintain well documented and audited procedures governing their use;
(h) Implement appropriate measures to mitigate the risk of collusion among all authorized parties or signatories who are able to authorize the movement, transfer or withdraw of virtual assets held under custody on behalf of clients; and 
(i) evaluate the materiality and probability of the risk of collusion and other internal point of failure, and address such risk during recurring operational risk assessments
(4) the virtual asset custodian establishes, and maintain effective policies and procedures in the event that any seed or cryptographic keys of any virtual asset wallet are lost or otherwise compromised, and such policies and procedures address matters among others:
(a) recovery of affected virtual assets;
(b) timely communications with all clients and counterparties regarding consequences arising from relevant incidents, and measures being taken to remedy such consequences;
(c) cooperate with law enforcement agencies and Regulatory Authority

Article 22: Storage requirements for virtual assets 

(1) The virtual asset custodian: 
(a) maintains appropriate certification as may be required under industry best practices applicable to the safekeeping of virtual assets;
(b) maintains not less than eighty per cent (80%) of the clients’ virtual asset in cold wallet and 20% in hot wallet;
(2) The virtual asset held in hot wallet shall be limited to amount reasonably required to meet clients’ withdrawal requests and settlement obligations;
(3) The virtual asset custodian 
(a) establishes and documents limits on the amounts of virtual assets held in each hot wallet.
(b) implements appropriate access controls, enhanced security measures, monitoring and regular reconciliation of virtual assets held in hot and cold wallets.
(c) documents in details, the methodology determining the transfer of virtual asset between hot and cold wallets, and must be subject to internal controls and independent audits;

Section 5: Virtual Asset Investment Manager

Article 23: Services provided by the virtual asset investment manager

A virtual asset investment manager undertakes the following:
(a) managing a customer’s virtual asset portfolio;
(b) making and implementing investment decisions to acquire, hold or dispose of virtual assets on the customer’s behalf;
(c) monitoring and rebalancing the customer’s portfolio;
(d) administering virtual assets under the management mandate, including arranging their valuation and reporting to the customer; and,
(e) advise customers on virtual asset investment strategies, portfolios and associated risks.

Article 24:  Specific licensing requirements for virtual asset investment manager 

In addition to the general licensing requirements under these regulations, a virtual asset investment manager submits:
(a) a description of resources, systems and expertise to manage client Virtual Assets;
(b) investment management strategy and concentration limits;
(c) the types of virtual assets in which it intends to invest;
(d) methodology for investment selection and assessment of suitability;
(e) portfolio construction and asset allocation methodology;
(f) liquidity management arrangements;
(g) valuation methodology;
(h) procedures for monitoring investment performance;
(i) client reporting arrangements;
(j) suitability and client profiling procedures;
(k) arrangements for custody of client virtual assets.

Section 6: Virtual Asset Investment Advisor 

Article 25: Services provided by the virtual asset investment advisor

A virtual asset investment adviser carries out –
(a) provision of investment advice relating to virtual assets;
(b) advisory services relating to purchase, sale or holding of virtual assets;
(c) advise customers on virtual asset investment strategies, portfolios and associated risks;
(d) advise on participation in virtual asset offerings.

Article 26: Specific licensing requirements for virtual asset advisory services

In addition to the general licensing requirements under these regulations, virtual asset advisor submits:
(a) the methodology used to formulate investment advice;
(b) procedures for assessing the client's objectives and risk profile;
(c) procedures for determining suitability or appropriateness of investment advice, as applicable;
(d) procedures for monitoring the quality and compliance of advisory activities.


[bookmark: _Hlk244676289]CHAPTER III: LICENSING OF VIRTUAL ASSET SERVICE PROVIDERS

Section One: General licensing requirements

[bookmark: _Hlk244676341]Article 27: Application for a license

(1) An applicant seeking a license to provide virtual asset services applies to the Authority, specifies the category of license being applied for and Virtual asset services that the applicant intends to carry out.
(2) An application for a VASPs license is made in the form set out in Annex II of these Regulations.
(3)  An application for a license is accompanied by –
(a) the certificate of incorporation or registration of the applicant;
(b) a certified copy of the resolution of the board of directors or shareholders authorizing the preparation and submission of the application;
(c) a business strategy which includes:
(i) shareholding structure
(ii) business plan
(iii) organizational and Governance structure;
(iv) a proposed capital structure
(d) source of funds and wealth declaration as provided in Annex 5 of these Regulations;
(e) duly filled fit and proper assessment form as provided for in Annex III;
(f) evidence of the paid-up capital,
(g) audited financial statements for three years verified by an external auditor, where applicable; and
(h) proof of payment of a non-refundable application fee;
(i) the personal identification documents, certified copies of academic and professional qualifications and curriculum vitae of the applicants’:
(i) board of directors;
(ii) senior management;
(iii) beneficial owners.
(j) a description of the systems and controls of the proposed virtual asset business.
(4) an independent information systems audit report, including vulnerability assessment and penetration testing, where applicable; 
(a) full disclosure of cross-border operations, affiliates and regulatory status in other jurisdictions; and
(b)  evidence of systems and controls to prevent market abuse and protect market integrity.
(5) The applicant must submit an exit plan for an orderly resolution in case of failure.
(6) An applicant upon the request of the authority participates in an interview, to obtain further information concerning its application or supporting information and records;
(7) The customer disclosures and records, including proposed agreement, fees, risks, and the treatment of client virtual assets in the event of termination or insolvency;
(8) any other information which the authority may request the applicant to provide.

[bookmark: _Hlk244676311]Article 28: Required operational policies

A VASP when applying for a licence, submits to the Regulatory Authority the following policies: 
(a) risk management and AML/CFT/CPF;
(b) cybersecurity, information technology, data protection and privacy;
(c) market conduct, consumer protection and complaints-handling;
(d) accounting and conflict-of-interest;
(e) business continuity and disaster recovery;
(f) material outsourcing and service-provider arrangements.

[bookmark: _Hlk244676373]Article 29: Pre-licensing inspection

(1) The Regulatory Authority may conduct a pre-licensing inspection of the proposed place of business, systems, governance and operational readiness before official licence is granted. The inspection confirms the adequacy of the premises for the proposed business, electronic equipment and communication facilities suitable to the type of virtual asset service provider concerned.
(2) The virtual asset service provider does not commence regulated activities until the Regulatory Authority has issued written clearance following the inspection, where an inspection is required.

[bookmark: _Hlk244676393]Article 30: Capital and financial requirements

(1) The VASPs shall have capital and other financial requirements commensurate to the nature, risk, complexity and scale of the virtual asset services they provide; 
(2) The matters which are relevant in determining whether the VASP has adequate capital and other financial resources may include:
(a) The business carried on, or to be carried on;
(b) The risks to the continuity of the activities including any of the outsourced services;
(c) The liabilities to which a VASP is exposed or could be exposed to including the results of any failure by any third party;
(d) The means by which the VASP manages occurrence of risk in connection with their virtual asset business.
(3) The applicant must:
(a) have in banks licensed to operate in Rwanda, a minimum paid up capital which may not be impaired, of:
(i) FRW 200,000,000 for the virtual asset issuance platform operator, where the platform supports one category of virtual assets, FRW 300,000,000 where the platform supports two categories of virtual assets and FRW 400,000,000 where the platform supports all three categories of virtual assets; 
(ii) FRW 300,000,000 for the broker dealer or 15% of fixed annual overheads, whichever is higher;
(iii) FRW 600,000,000 for the virtual asset exchange 15% of fixed annual overheads, whichever is higher;
(iv) FRW 600,000,000 for the virtual asset custodian or 15% of fixed annual overheads, whichever is higher;
(v) FRW 200,000,000 for the virtual asset investment manager or 15% of fixed annual overheads, whichever is higher;
(vi) FRW   40,000,000 for the investment advisor or 15% of fixed annual overheads, whichever is higher;
(b) Undertake to maintain at all times in banks licensed to operate in Rwanda a liquid capital of:
(i) FRW 100,000,000, FRW 200,000,000, FRW 300,000,000 or 20% of its total liabilities, whichever is higher, for the virtual asset issuance platform operator supporting one, two or three virtual asset categories respectively;
(ii) FRW 200,000,000 or 20% of its total liabilities, whichever is higher, for the broker dealer;
(iii)  FRW 400,000,000 or 20% of its total liabilities, whichever is higher for the virtual asset exchange; 
(iv)  FRW 400,000,000 or 20% of its total liabilities, whichever is higher for the virtual asset custodian;
(v) FRW 100,000,000 or 20% of its total liabilities, whichever is higher for the virtual asset investment manager;
(vi) FRW 20,000,000 or 20% of its total liabilities, whichever is higher for the virtual asset investment advisor;
(4) The VASP must submit, as part of licensing requirement, evidence certified by an independent auditor of the availability of paid-up capital and liquid capital provided for in subparagraphs (a) and (b), and an undertaking letter that he or she will maintain the minimum capital requirements provided for in subparagraphs (a) and (b).
(5) [bookmark: _Hlk243580207]The VASP shall maintain: 
(a) a proper accounting record framework, 
(b) adequate financial reporting mechanisms; 
(6) The applicant shall, at the time of application for license, and at all times thereafter, maintain core capital not less that the paid-up capital.
(7) The core capital maintained under these regulations shall be unencumbered and shall not be:
(a) Pledged, charged, or otherwise subject to any form of security;
(b) Subject to any contractual or legal restriction that impairs its availability to absorb loss;
(c) Repayable, redeemable or callable at the initiative of any shareholder or third party;
(8) The applicant submits evidence that its core capital is free from any encumbrance or obligation;
(9) Where the core capital, paid up capital, or liquid is likely to fall below the prescribed minimum amount, the VASP shall:
(a) Immediately notify the regulatory authority in writing; and 
(b) Submit a remedial capital restauration plan for approval by the regulatory authority;

[bookmark: _Hlk244676418]Article 31: Insurance coverage 

(1) An VASP maintains insurance coverage proportionate to the nature, scale, risks and complexity of its virtual asset activities to protect investors against relevant losses.
(2) All insurance policies are held and maintained with an insurer licensed in Rwanda.
(3) The insurance coverage includes:
(a) Professional indemnity;
(b) Cybersecurity risks including theft and loss of private keys;
(c) Losses arising from theft, business disruptions, systems and operational failures;
(d) The liability of the VASP towards clients for the loss of any virtual assets or of the means of access to them as a result of an incident that is attributable to the VASP;
(4) The liability of the VASP under Paragraph 3(d) shall be capped at the market value of the virtual asset that was lost, at the time the loss occurred.

[bookmark: _Hlk244676434]Article 32: License application fee

(1) A VASP pays a non – refundable license application fee to the Regulatory Regulation during the submission of the application in accordance with the virtual asset service they are applying for:
(a) virtual asset issuance platform operator: FRW 5,000,000
(b) virtual asset broker dealer: FRW 10,000,000
(c) virtual asset exchange: FRW 15,000,000
(d) virtual asset custodian: FRW 15,000,000
(e) virtual asset investment manager: FRW 5,000,000
(f) virtual asset investment advisor: FRW 3,000,000
(2) Where the VASP apply for licenses to conduct more than one category of virtual asset services, the VASP pays the application fees for each license category;
(3) [bookmark: _Hlk243814116]The payment of the non-refundable application fee does not guarantee the grant of the license. 
(4) The Regulatory Authority may periodically review and revise the application fees taking into account the nature and complexities of the regulated virtual asset services;

[bookmark: _Hlk244676445]Section 2: Licensing procedure

Article 33: Application assessment 

(1) Upon receipt of the application, the Regulatory Authority:
(a)  acknowledges receipt of the application within one working day;
(b)  determines within 30 calendar days of the receipt, whether that application is complete or missing information and notifies the applicant.
(2) If the application file is not complete, the Regulatory Authority requests the applicant to provide the missing information within 30 calendar days.
(3) If the application file is complete, the Regulatory Authority based on the information provided by the applicant or other reliable sources decides to grant or not to grant the license.
(4) The Regulatory Authority may require the applicant to participate in an interview and to provide other information in connection with the application before the final decision.

[bookmark: _Hlk244676520]Article 34: Decision on the application 

(1) Within the period of 60 calendar days after receipt of a complete application, the Regulatory Authority communicates, in writing, the decision to the applicant; 
(2) The Regulatory Authority:  
(a) grants the licence if satisfied that the application satisfies the requirements for the approval;
(b) grants the provisional licence subject to the fulfilment of certain conditions, as it may consider necessary; and
(c) refuses to grant the licence if not satisfied, and notify in writing to the applicant the reasons for refusal.

[bookmark: _Hlk244676532]Article 35: Grounds for refusal to issue license

The authority may refuse to issue a license where –
(a) the applicant fails to comply with licensing requirements;
(b) the applicant fails to respond to requested clarification and information;
(c) the applicant fails to comply with a request to participate in an interview;
(d) Any other ground determined by the Regulatory Authority.

[bookmark: _Hlk244676546]Article 36: Display of license

(1) A license granted always, is displayed in a conspicuous place at the head office of the VASP concerned, and copies of it must be similarly displayed at each of its branch offices.
(2)  VASPs publish all virtual asset services; they are Licensed to carry out and the validity period of such License.

[bookmark: _Hlk244676559]Article 37: Commencement of business

A licensee, upon receipt of their license, commences their virtual asset business within six months from the date it was granted.

[bookmark: _Hlk244676572]Article 38: Validity of licence 

A license granted remains valid unless suspended or revoked.


[bookmark: _Hlk244676586]Article 39: Public register
(1) The Regulatory Authority maintains and publishes on its website an accurate and up-to-date public register of all VASP that are licensed, suspended, revoked or have surrendered their license.
(2) The register contains at a minimum, the following information for each entry:
(a) legal name and any trading name;
(b) licence number;
(c) registered address and any approved places of business or branches;
(d) approved licence category or categories and the activities authorised under the licence;
(e) any material license conditions or restrictions;
(f) date of grant of the license and, where applicable, the date of commencement, expiry or renewal;
(g) current license status; and
(h) the effective date of any suspension, surrender or revocation, together with a brief statement of the reason where the Authority considers it appropriate and lawful to publish such information.
(3) The register is accessible to the public at all times.

[bookmark: _Hlk244676603]Article 40: Multi - category licensing  

(1) A VASP must not operate under more than one category without a license for each category from the Regulatory Authority for each category.
(2)  A VASP seeking multi-category license must:
(a) meet the requirements applicable to each category;
(b) have adequate capacity to conduct each category;
(c) manage conflicts of interest between categories;
(d) maintain adequate segregation between categories; and
(e) comply with any conditions imposed by the Regulatory Authority.
(3) A VASP shall not combine the following license: 
(a) virtual asset exchange services;
(b) virtual asset broker-dealer services; and
(c) virtual asset custody services.
(4) However, a virtual asset service provider with refer to in Paragraph (3) may request another license for virtual asset investment advisory or virtual asset investment manager license, provided that it maintains effective measures to identify, prevent, manage and disclose conflicts of interest.




[bookmark: _Hlk244676618]Section 3: Suspension and revocation of a license

Article 41: Suspension of a licence

(1) The Regulatory Authority may suspend a VASP’s licence for a period of 12 months if the VASP:
(a) fails to maintain the required minimum paid-up capital;
(b) engages in fraud cases;
(c) fails to commence business within six months from the date of issuance of the licence;
(d) fails to provide information required by the Regulatory Authority; or
(e) faces any circumstance that materially affects the safe or sustainable conduct of its business.
(2) The Regulatory Authority gives the VASP at least 14 days’ notice and an opportunity to make representations before deciding on a regulatory suspension.
(3) The Regulatory Authority may impose an immediate interim suspension without prior notice where necessary to protect clients, prevent harm, preserve market integrity, or address serious risks or breaches, provided the VASP is given written reasons and an opportunity to make representations within 14 days.
(4) A VASP voluntarily suspend its operations;
(a) by a resolution approved by at least 75% of the shareholders, due to financial, operational, market, restructuring, ownership or other business considerations;
(b)  obtains the Regulatory Authority’s prior written non-objection at least 14 days before the proposed suspension date, stating the reasons for the suspension and arrangements for managing its assets and liabilities during the suspension period.
(5) During the suspension, the VASP:
(a) ceases the suspended services;
(b) removes all business signs from its premises; 
(c) stops advertisements relating to VA services;
(d) protects client assets;
(e) maintains required records and systems; and
(f) complies with any instruction of the Regulatory Authority.
(6) A suspended VASP shall not resume the suspended service unless the suspension period has expired or the regulatory authority has issued a written decision lifting the suspension.
(7)  The Regulatory Authority publishes a suspension decision, stating the VASP’s name, effective date, and duration.
(8) A suspension shall not exceed six months and may be renewed once, after which the license is revoked unless the circumstances were beyond the licensee’s control.

[bookmark: _Hlk244676653]Article 42: Revocation and voluntary surrender of a licence

(1) The Regulatory Authority revokes a license, if the VASP: 
(a) repeatedly violates the Law, Regulations or other relevant legislation after a warning or other sanction;
(b) no longer meets the licensing requirements;
(c) fails to commence or ceases a licensed activity within a period beyond six months; or
(d) fails to comply with instructions of the Regulatory Authority;
(e) fails to resume services after suspension period expires.
(2) The Regulatory Authority before revoking a license, gives the VASP at least 14 days’ notice and an opportunity to make representations before issuing its final written decision with reasons and the effective date.

[bookmark: _Hlk244676670]CHAPTER IV: CORPORATE GOVERNANCE

Article 42: Board composition

(1) The board of directors of VASP comprises executive, non-executive and independent director, of which majority are independent directors, the Board should include directors with diverse expertise and experience to suit the specific requirements of VASP.

(2)  Independent director of a VASP is a director who:
(a) has no management relationship with the VASP or any of its related parties and has not been employed by the VASP or a related party in the preceding three years; and has no immediate family member in senior management of the VASP or a related party;
(b)  has no material business or financial relationship with the VASP or a related party that may compromise, or appear to compromise, the director’s independent judgment, including where the director:
(i) is, or within the preceding three years was, a director, shareholder or senior manager of an entity having a material business relationship with the VASP or a related party;
(ii) receives remuneration from the VASP other than director’s fees or allowances;
(iii) holds, or within the preceding three years held, directly or indirectly, more than 2% of the equity capital or voting rights of the VASP or a related party; or
(iv) has a financial relationship with the VASP or a related party that may impair, or reasonably appear to impair, the director’s independent judgment;
(c) has no relationship with any significant shareholders of VASP, family, employment, directorship or cross-directorship relationship with that shareholder or its affiliates.
(d) family, employment or other relationship with any significant shareholder of the VASP or any of its affiliates that may give rise to a conflict of interest or compromise its independence.
(3) The VASP licensed as Exchange, custodian, broker-dealer, investment manager and issuance platform operator’s board consist of at least five directors. 
(4) A VASP licensed as a virtual asset investment adviser may have a board of directors.

[bookmark: _Hlk244676701]Article 44: Qualification requirements for Board members

(1)  A board member must:
(a) hold at least a bachelor’s degree or equivalent qualification in finance, accounting, economics, law, business administration, information technology, cybersecurity, risk management or another relevant field;
(b) have at least five years of relevant professional or managerial experience;
(c) possess appropriate knowledge and skills relevant to VASP’s activities and associated risks;
(d) be of good repute, honesty and integrity; and
(e) be able to devote sufficient time to effectively perform their duties.
(2) The board must collectively possess adequate knowledge, skills and experience in finance, virtual assets, technology, cybersecurity, risk management, compliance and AML/CFT.

[bookmark: _Hlk244676718]Article 45: Multiple directorships and conflicts of interest

(1) A person shall not be a director of more than two VASPs at the same time. Directorships in VASPs belonging to the same group count as one.
(2) A person shall not be a director of two VASPs whose activities conflict.
(3) A director discloses all his or her directorships and interests before appointment and before each renewal, and any change without delay. The VASP shall record them in its register of interests and notify the Authority within five (5) working days.
(4) Where a conflict arises after appointment, the director informs both boards, abstain from all matters affecting the other VASP, and resign from one of the boards within 90 days.
(5) A director who has a conflict of interest in any matter before the board or a committee shall declare it, leave the deliberation and not vote. The declaration shall be recorded in the minutes.



[bookmark: _Hlk244676740]Article 46: Term of office of director

(1) A director is appointed for a term of three (3) years, renewable twice. A person shall not serve on the board of the same VASP for more than nine (9) years in total.
(2) Renewal is not automatic. It is subject to an assessment by the board of directors’ performance, fitness and propriety and, where applicable, independence, and to the prior approval of the Authority.
(3) A director appointed to fill a vacancy serves for the remainder of the predecessor’s term.

[bookmark: _Hlk244676757]Article 47: Board committees

(1) The board of a VASP licensed as a virtual asset issuance platform operator, virtual asset exchange, virtual asset custodian or virtual asset broker-dealer shall establish at least:
(a) a risk, compliance and audit committee; and
(b) an information technology and Cybersecurity Committee.
(2) The board of a VASP licensed as a virtual asset investment manager establishes at least:
(a) an Investment Committee; and
(b) a risk committee, which also oversees compliance, audit and technology risk.
(3) A VASP licensed in more than one category shall establish the committees required for each of its categories.
(4) Each committee has at least two members and a majority of non-executive directors, and shall be chaired by a non-executive director. The Risk, Compliance and Audit Committee and the Risk Committee shall consist only of non-executive directors and be chaired by an independent director.
(5) The main functions of the committees are:
(a) risk, compliance and audit committee: risk management, compliance and AML/CFT/CPF, internal and external audit, and the safeguarding of customer assets;
(b) information technology and cybersecurity committee: the technology and information security framework, cyber incidents, security testing and ICT third-party service providers;
(c) investment committee, the investment policy, eligible virtual assets, compliance with customer mandates, valuation and fair allocation; and
(d) risk committee: risk management, compliance, audit and technology risk.
(6) Each committee should written terms of reference approved by the board, meet at least once every quarter and report to the board after each meeting. The board remains responsible for the matters it delegates.



[bookmark: _Hlk244676768]Article 48: Responsibilities of the Board of Directors

(1) The Board of VASP:
(a)  ensures effective oversight of the provider’s operations, governance, risk management, internal controls, compliance, safeguarding arrangements and strategic direction;
(b) approves and oversees the implementation of key policies, systems and controls, the review shall be done at least once a year and any time after any major incident;
(c) ensure that persons appointed to senior management or key control functions are fit and proper, and possess the qualifications, competence and experience required to discharge their duties;
(d) receive, at least once every quarter, a report from the key control functions including business performance, financial status, compliance, threats, incidents, testing results and the status of remediation;
(e) ensure that adequate budget, staff and skills are allocated to key control functions including compliance, technology and information security; and
(f) ensure that at least one director has knowledge and experience in information technology and cybersecurity.
(2) Every VASP appoints a chief information security officer responsible for implementing the technology and information security framework and monitoring compliance. The chief Information security officer:
(a) meets the fit and proper requirements and have qualifications and experience appropriate to the VASP’s activities;
(b) is independent from the information technology operations and software development functions;
(c) has direct and unrestricted access to the board of directors and to its risk committee; and
(d) in the case of a custodian, exchange, broker, or other, is employed full time and resident in Rwanda.
(3) A VASP other than a custodian, exchange, or broker may, with the prior approval of the Authority, outsource the function of Chief Information Security Officer to a qualified provider, or combine it with another control function other than internal audit and information technology operations. The VASP remains responsible for the function.
(4) A VASP notifies the Regulatory Authority of the appointment, resignation or removal of its chief Information security officer within five working days, stating the reasons in the case of a resignation or removal.
(5) A VASP provides cybersecurity awareness training to all its directors and staff at least once a year, and targeted training to staff with privileged access or access to cryptographic keys. It carries out phishing simulation exercises at least every year.

[bookmark: _Hlk244676783]Article 49: Senior management 

(1) A VASP designates resident mandatory officers including a chief executive officer, chief compliance officer or money laundering reporting officer (MLRO), chief risk officer, chief operating officer and chief technology officer.
(2) A VASP does not appoint, without the prior written approval of the Regulatory Authority –
(a) a director, senior officer, trustee or other key person; or
(b) an Anti-Money Laundering reporting Officer or equivalent officer.

[bookmark: _Hlk244676799]Article 50: Composition and qualifications of Senior Management

(1) The chief executive officer, managing director or equivalent head of a VASP holds at least a master’s degree or a relevant professional qualification and shall have at least five years of relevant professional experience, including at least three years in a senior managerial or leadership position.
(2) The Regulatory Authority may prescribe additional qualifications, competence, certification or experience requirements depending on the nature, scale, complexity and risk profile of the virtual asset business.

[bookmark: _Hlk244676815]CHAPTER V: TECHNOLOGY, CYBERSECURITY AND OPERATIONAL RESILIENCE

Section One: Governance and technology risk management

Article 51: Governance of technology and information security

(1) The Board of directors of a VASP is ultimately responsible for technology and information security and must:
(a) approve and annually review the technology and information security framework, cybersecurity policy and risk tolerance;
(b) ensure adequate resources and expertise for technology and cybersecurity; and
(c) receive regular reports on material risks, incidents, testing and remediation.
(2) A VASP must appoint a chief information security officer responsible for implementing and monitoring compliance with the technology and information security framework.
(3) The chief information security officer must:
(a) be fit and proper and appropriately qualified and experienced;
(b) be independent from information technology operations and software development; and
(c) have direct access to the Board and its relevant committees.
(4) The chief information security officer of a custodian, exchange or broker must be employed full-time and resident in Rwanda.
(5) Another category of VASP may, with prior approval of the Authority, outsource or combine the chief information security officer function with another control function, other than internal audit or information technology operations.
(6) A VASP must notify the Regulatory Authority of the appointment, resignation or removal of its chief information security officer within five working days.
(7) A VASP must provide appropriate cybersecurity training to its directors, staff and persons with access to critical systems or cryptographic keys.

[bookmark: _Hlk244676830]Article 52: Technology and information security framework

(1) VASP must establish and implement a technology and information security framework comprising policies procedures and controls proportionate to the nature, scale, complexity and risk profile of its activities.
(2) The framework must be approved by the Board and reviewed at least annually and after any major incident or material change.
(3) The framework must:
(a) identify, assess, manage and monitor technology and cybersecurity risks;
(b) protect customer assets, data, systems, wallets and cryptographic keys;
(c) ensure the resilience, availability and capacity of critical systems;
(d) provide for incident detection, response and recovery; and
(e) ensure business continuity and disaster recovery.
(4) The framework must be aligned with ISO/IEC 27001, the NIST cybersecurity Framework or another internationally recognized standard and best practice.
(5) A VASP must maintain an inventory of critical systems, information assets, wallets, cryptographic keys and material technology third-party service providers;
(6) A VASP must conduct a technology and cyber risk assessment at least annually and after any material change and the assessment must address 
(a) risks arising from distributed ledger technology including forks, consensus failures, majority attacks, smart contracts, key compromise and cross-chain bridges, where applicable;
(b) Any other technology and cyber security related risks; 
(7) A VASP must assess technology and cyber risks before introducing a new product, service, virtual asset or blockchain network or making a material change to a critical system.

[bookmark: _Hlk244676843]Article 53: Cybersecurity controls

A VASP must maintain cybersecurity controls appropriate to its risks, including:
(a) identity, privileged access and segregation of duties;
(b) multi-factor authentication;
(c) encryption and cryptographic security;
(d) network, endpoint and malware protection;
(e) secure system configuration, patch and vulnerability management;
(f) secure software development and change management;
(g) data protection, logging and monitoring;
(h) physical and remote-access security;
(i) incident response;
(j) Technology third-party risk management; and
(k) security screening of persons with privileged access.

[bookmark: _Hlk244676855]Article 54: Operational resilience and business continuity

(1) A VASP must ensure that its critical systems have sufficient capacity, availability and resilience to support its activities.
(2) A VASP must establish and maintain backup, business continuity and disaster recovery plans for its critical systems and data.
(3) The backup, business continuity and disaster recovery plans must be reviewed and tested at least annually and after any material change, and any identified deficiencies must be promptly addressed.
(4) A VASP must establish appropriate recovery time and recovery point objectives for critical systems, taking into account the nature and risk of its activities.
(5) A VASP must ensure continuity of customer services, protection of customer assets and regulatory reporting during and after a material disruption.

[bookmark: _Hlk244676866]Article 55: Incident management and reporting

(1) A VASP must establish procedures to identify, classify, manage and record technology, cybersecurity and operational incidents.
(2) A VASP must notify the Regulatory Authority and affected customer immediately or within 2 hours after becoming aware of any:
(a) cyber incident;
(b) system or service failure;
(c) smart contract exploit;
(d) private key compromise, wallets or any other cryptographic material;
(e) unauthorized transaction;
(f) attempt to or loss of customer virtual assets or data;
(g) data breach; or 
(h) technology third – party provider supporting a critical function;
(i) other material operational or security incident; 
(3) The VASP must submit an interim and detailed incident report within 24 hours and provide further updates until the resolution.
(4) The interim report provided in paragraph (3) of this article describes, to the extent known, the nature of the incident, affected systems, virtual assets or customers, immediate containment and mitigation measures, and the actual or potential impact. 
(5) A VASP must preserve relevant evidence and maintain a register of all material incidents and corrective measures.
(6) The VASP must submit to the Regulatory Authority an annual technology and cyber security report approved by its Board which includes:
(a) material technology and cyber risks;
(b) operational and cyber security incidents, and remediation measures;
(c) testing and audit findings;
(d) technology third – party arrangements;
(e) compliance with the requirements of this chapter; 

[bookmark: _Hlk244676878]Article 56: Data protection and integrity

(1) A VASP must maintain appropriate controls to ensure the availability, confidentiality, integrity, accuracy and completeness of its data.
(2) A VASP must maintain a data governance framework covering ownership, access, quality, retention and protection of critical data.
(3) Customer personal data must be processed and protected in accordance with applicable data protection and privacy laws.
(4) A VASP must ensure that its systems, outsourcing and data-storage arrangements do not prevent or unduly delay access by the Regulatory Authority to information required for supervision.

[bookmark: _Hlk244676891]Article 57: Security testing and monitoring 

(1) A VASP must
(a) periodically conduct vulnerability assessments and have its critical systems independently penetration-tested at least annually and after any material change;
(b) promptly remediate identified vulnerabilities according to their severity; 
(c) conduct threat led penetration testing where applicable or required by the Regulatory Authority;
(d) report the material finding and remediation measures to the Board and, where required to the Regulatory Authority; 
(2) The Regulatory Authority may require additional or independent testing at the VASP’s cost.
(3) The VASP must
(a) monitor its critical systems, wallets and supported blockchain networks for cyber threats, unauthorized access, abnormal transactions and other security events.
(b) maintain appropriate threat intelligence and cooperate with relevant cybersecurity authorities and information-sharing arrangements
(c) where applicable, maintain a security monitoring capability operating continuously, either internally or through a qualified ICT third-party service provider.

[bookmark: _Hlk244676902]Article 58: Technology third-party service providers

(1) A VASP remains responsible for compliance with this Chapter where it uses technology third-party service provider.
(2) Before outsourcing a critical function, the VASP must assess the provider's security, resilience, financial soundness, location, subcontracting and concentration risks.
(3) A VASP must notify the Regulatory Authority before entering into or materially changing an outsourcing arrangement supporting a critical function. Outsourcing of key management or wallet infrastructure requires prior approval of the Regulatory Authority.
(4) An agreement supporting a critical function must provide for appropriate security and service standards, incident notification, audit and access rights, business continuity, subcontracting, termination and exit arrangements.
(5) A VASP must maintain a register of material technology third-party arrangements and a tested exit plan for each critical arrangement.

[bookmark: _Hlk244676917]Article 59: Operational and internal controls

(1) A VASP must maintain adequate operational, financial reporting and internal controls to ensure the reliability, integrity and security of its services.
(2) The controls must include:
(a) documented procedures for critical functions;
(b) appropriate segregation of duties and dual controls;
(c) accurate and timely recording of customer and VASP assets and transactions;
(d) daily reconciliation of internal records with on-chain balances and relevant bank accounts;
(e) reliable valuation of virtual assets;
(f) complete and tamper-evident audit trails; and
(g) controls over access, system changes and transaction processing.
(3) Internal audit must assess these controls at least annually and report material deficiencies to the board or its audit committee.

[bookmark: _Hlk244676936]Article 60: Independent technology audit

(1) A VASP’s technology and information security framework must be independently audited at least annually by a suitably qualified and independent auditor.
(2) The audit must assess the design and effectiveness of the VASP’s technology, cybersecurity, wallet and key management, data, outsourcing and business continuity controls.
(3) The audit report must identify findings by severity and include management responses and remediation measures.
(4) The report must be submitted to the Board and the Regulatory Authority within three months after the end of the financial year.
(5) The Authority may reject an auditor who lacks the required competence or independence or require an additional audit at the VASP’s cost.

[bookmark: _Hlk244676954]Section 2: Customer virtual assets, wallets and transactions

Article 61: Customer authentication and fraud prevention

(1) A VASP must maintain appropriate controls against fraud and unauthorised access to customer accounts.
(2) The controls must include:
(a) multi-factor authentication for access to accounts and sensitive transactions;
(b) enhanced controls over withdrawals and changes to security credentials;
(c) notification of material account or security events;
(d) protection against phishing, credential attacks and impersonation; and
(e) a continuous channel for customers to report suspected account compromise.
(3) A VASP must provide customers with clear guidance on applicable security risks and protective measures.

[bookmark: _Hlk244676965]Article 62: Smart contracts and blockchain networks

(1) A VASP must assess the security and operational risks of any smart contract, blockchain network, cross-chain bridge or decentralized protocol used in providing its services.
(2) A material smart contract used in connection with customer assets must undergo an independent security audit before deployment and after any material change.
(3) A VASP must not deploy or continue using a smart contract with an unresolved critical vulnerability.
(4) Before supporting a virtual asset or blockchain network, a VASP must conduct appropriate technical due diligence and establish procedures for forks, upgrades, chain re- organizations and suspension of deposits or withdrawals.
(5) Automated systems used for trading, order matching, pricing, risk management or customer onboarding must be appropriately tested and subject to governance and human oversight.


[bookmark: _Hlk244676975]Article 63: Virtual asset transaction monitoring and analysis

(1) A VASP must use appropriate technological solutions including blockchain analytics and monitoring tools to identify, assess and mitigate illicit activities associated with virtual asset transactions 
(2) The tools must, where technically feasible:
(a) trace all virtual asset transactions and associated addresses, and screen all incoming and outgoing transactions;
(b) identify exposure to sanctioned or illicit addresses and activities, unusual transaction patterns, suspicious transactions, or attempts to circumvent applicable controls;
(c) cover supported blockchain networks; and
(d) generate risk-based alerts for investigation.
(3) A VASP must periodically assess the adequacy and effectiveness of its transaction tracing tools.
(4) Where adequate tracing is unavailable for a blockchain network, the VASP must apply alternative controls acceptable to the Regulatory Authority or refrain from supporting transactions on that network.

[bookmark: _Hlk244676984]Article 64: Wallets and safekeeping of customer virtual assets

(1) A VASP that holds or controls customer virtual assets must maintain a Board-approved wallet management policy covering wallet creation, architecture, limits, transfers and decommissioning.
(2) A VASP must maintain an accurate register of wallets and addresses under its control.
(3) Customer virtual assets must be held predominantly in cold storage, in accordance with limits prescribed or approved by the Regulatory Authority.
(4) Hot-wallet balances must be limited to amounts reasonably required for operational purposes.
(5) Wallet arrangements must avoid a single point of failure and be reconciled daily with the VASP’s internal records.
(6) A VASP must not entrust customer virtual assets to another custodian unless that custodian is licensed or approved by the Regulatory Authority.

[bookmark: _Hlk244676994]Article 65: Cryptographic key management

(1) A VASP must maintain a key management policy covering the generation, storage, use, backup, recovery, rotation, revocation and destruction of cryptographic keys and seed phrases.
(2) Cryptographic keys controlling customer assets must be protected using secure technology and arrangements accepted by the Regulatory Authority and designed to prevent a single person or point of failure from authorising transactions.
(3) Key backups must be securely protected and maintained in geographically separate locations.
(4) A VASP must ensure appropriate segregation between the initiation, approval and execution of customer-asset transfers and maintain tamper-evident records of such actions.
(5) Access to cryptographic keys must be restricted to authorised persons and immediately revoked where no longer required.
(6) A VASP that suspects compromise of a cryptographic key must immediately secure the affected assets and notify the Regulatory Authority.


[bookmark: _Hlk244677075]CHAPTER VI: MARKET CONDUCT AND CUSTOMER PROTECTION 
Section One: General obligations of VASP
Article 66: General requirements for professional conduct

(1) A VASP, in a manner commensurate with the nature, scale, complexity and risk profile of its licensed activities:
(a) acts honestly, fairly and professionally, with due skill, care and diligence, in the best interests of its customers and of the integrity of the market;
(b) conducts its operations in a safe, sound, prudent, transparent and efficient manner;
(c) establishes and maintain adequate systems, controls, policies and procedures to ensure the proper conduct of its virtual asset business;
(d) maintains adequate and appropriately qualified human resources and technological capacity;
(e) make charges and fees publicly available; and
(2) The operational policies are documented in writing, approved by the board of directors, implemented and tested, reviewed at least once a year and whenever there is a material change, and made available to the Authority on request;
(3) A VASP establishes internal procedures that allow its employees to report, confidentially and without fear of retaliation, any actual or potential breach of the Laws or AML/CFT/CPF requirements to the compliance function or the Regulatory Authority;
(4) A VASP that holds or controls virtual assets or funds on behalf of customers provides each customer with a statement at any time on request, free of charge in an electronic form that the customer can store and reproduce. The statement shows, at a minimum:
(a) each virtual asset and fiat currency balance held on behalf of the customer;
(b) the value of each holding in Rwandan francs at the statement date and the valuation source used;
(c) all transactions, transfers, fees and charges during the period covered; and
(d) any virtual assets encumbered or otherwise used with the consent of the customer.
(5) A Virtual Asset Service Provider does not engage in any act, omission, practice or course of conduct that is unfair, misleading, deceptive, abusive or exploitative to customers.

[bookmark: _Hlk244677095]Article 67: Transparency of fees and charges

(1) A licensed VASP discloses to its customers, in a clear, accurate, prominent and understandable manner, all fees, charges, commissions, spreads and any other costs relating to the provision of its virtual asset services before the customer enters into the business relationship or undertakes a transaction.
(2) The disclosures provided in Paragraph (1) includes, where applicable:
(a) transaction and trading fees;
(b) custody or wallet and transfer fees;
(c) network or blockchain-related fees;
(d) conversion, spread or foreign exchange-related charges; and
(e) any other direct or indirect costs payable by the customer.
(3) A VASP ensures that all fees and charges are fairly described and not misleading, and that customers are informed of the amount, basis of calculation, and circumstances in which such fees and charges apply.
(4) Where the amount of a fee or charge cannot reasonably be determined in advance, the VASP discloses the method of calculation and, where practicable, provides an estimated range.
(5) A Virtual Asset Service Provider provides customers with prior notice of any new fee or charge or any change to an existing fee or charge before such change takes effect.
(6) A Virtual Asset Service Provider does not impose any hidden, undisclosed or misleading fee or charge.

[bookmark: _Hlk244677109]Article 68: Complaint handling and dispute resolution

(1) A VASP establish and maintains an effective complaint handling register to ensure the prompt, fair, and consistent handling and resolution of complaints received from clients within 30 days.
(2) A VASPs acknowledges receipt of a complaint within 24 hours of its submission and resolve the complaint within two weeks. In extraordinary circumstances, the VASP, within the same two-week period, informs the client of the status of the complaint and the reasons for the delay, and ensures that the complaint is resolved no later than four weeks from the date it was made.
(3) The VASP provides accessible and user-friendly means for clients to submit complaints, together with clear instructions, and shall not restrict complaints to a single channel or format.
(4) A VASP maintains a written record of any complaints from clients and establishes and implements appropriate procedures for handling the complaints. 
(5) The VASP keeps a record of:
(a) all complaints received from their customers;
(b)  all measures they have taken in response to complaints; and 
(c) the resolution of all complaints.
(6) A customer who is dissatisfied with the VASP’s final response, or who does not receive a response within the prescribed period is informed of the right to escalate the complaint to the Regulatory Authority or another competent dispute-resolution mechanism.
(7) A VASPs shall not impose any fees or charges for the submission or handling of any complaints.
(8) A VASP submits aggregate complaint statistics and root-cause information to the Authority in the form and frequency prescribed and shall promptly address systemic or recurring issues identified through complaints.
(9) A VASP provides accessible and user-friendly means for clients to submit complaints, together with clear instructions, and shall not restrict complaints to a single channel or format. VASPs shall keep a record of—
(a) all complaints received from their clients;
(b) all measures they have taken in response to complaints; and 
(c) the resolution of all complaints.

[bookmark: _Hlk244677121]Article 69: Suitability and appropriateness

(1) Where a VASP recommends, manages or arranges a virtual asset product or service for a customer, it shall obtain sufficient information on the customer’s knowledge, experience, objectives, financial circumstances and risk tolerance to assess suitability or appropriateness, as applicable. 
(2) Where a service is execution-only and no suitability assessment is required, the VASP discloses that fact and provide the risk warnings as required.
(3) A VASP maintains records of any suitability or appropriateness assessment and the information on which it was based.
(4) A VASP shall not recommend or promote a product as suitable where it has reasonable grounds to consider the product inconsistent with the customer’s assessed profile.
(5) A VASP periodically reviews the effectiveness of its suitability and appropriateness framework.


[bookmark: _Hlk244677135]Article 70: Marketing, advertising and promotions

(1) A VASP ensures that all marketing, advertising and promotional materials relating to its virtual asset business are clear, fair and accurate.
(2) A VASP is responsible for all marketing, advertising and promotional communications issued directly or indirectly by itself or on its behalf, including through employees or third-party service providers.
(3) A VASP does not issue or publish any marketing, advertising or promotional material that:
(a) contains false, misleading or deceptive statements;
(b) misrepresents the nature, risks, benefits, value or regulatory status of any virtual asset or virtual asset service;
(c) creates unrealistic expectations of returns or profits;
(d) omits material risk information; or
(e) suggests that the Authority’s licensing or supervision constitutes an endorsement or guarantee of the provider or its products.
(4) A VASP ensures that any promotional offer, referral program, bonus or incentive scheme is conducted in a fair, transparent and non-misleading manner, and does not encourage reckless or unsuitable use of virtual asset services.
(5) A VASP establishes internal controls for the review, approval and retention of all marketing, advertising and promotional materials and shall maintain such records for at least ten years.
(6) The Regulatory Authority may require a VASP to amend, suspend, withdraw or discontinue any marketing, advertising or promotional material or activity that is inconsistent with this Article.
[bookmark: _Hlk244677148]Section 2: Execution of customer instruction

Article 71: Client segregation account 

A virtual asset service provider 
(a) opens a client segregated account with a bank licensed and operating in Rwanda, maintained in the name of the VASP for properly holding and handling client money.
(b) must have in place the necessary policies, systems and controls, appropriate to the nature and scale of their operations to ensure the client money are secure at all times.
(c) maintains strict segregated account between his or her own funds and every individual client’s funds and ensure that at no time are the clients’ funds are used as company assets, including where the company becomes insolvent;
(d) ensures that all deposits and withdraws of fiat money by the clients are only made through the client segregation accounts; 
(e) undertakes daily reconciliation between the client segregated account maintained at the designated bank and individuals’ clients account ledgers maintained by the VASPs;
(f) maintains a system to ensure adequate records of all transactions and reconciliations on the client segregation account are carried out daily.
(g) does not accept cash from, or pay cash to a client for any transaction under these Regulations
[bookmark: _Hlk244677160]Article 72: Customer agreement

(1) A VASP must, before providing a virtual asset service, enter into a written agreement with the customer. 
(2) VASP provides the customer with a copy of the agreement in a form that can be retained and reproduced.
(3) A customer agreement must be in clear and understandable language, and include the following:
(a)	the VASP’s name, address and licence status;
(b)	the services provided, applicable terms and limits on the VASP’s authority;
(c)	the rights and obligations of the parties;
(d)	applicable fees, charges and commissions;
(e)	the risk disclosure statement;
(f)	procedures for giving, executing, rejecting or cancelling customer instructions;
(g)	arrangements for custody, safeguarding and segregation of customer virtual assets, where applicable;
(h)	responsibilities for safeguarding customer information and access credentials;
(i)	circumstances in which transactions are irreversible or cannot be cancelled;
(j)	arrangements for transaction records and account or portfolio statements;
(k)	circumstances and procedures for suspension or termination of services, including the return of customer assets;
(l)	A VASP’s liability for loss of, or unauthorised access to, customer virtual assets;
(m)	procedures for handling complaints and amending the agreement; and
(n)	the governing law.
(4) Where applicable, the agreement additionally specify: 
(a)	the custody arrangements, use of third-party custodians, withdrawal procedures and treatment of customer assets upon the provider’s insolvency;
(b)	the investment mandate, permitted activities and investment limits for portfolio management services; and
(c)    the details of customer investment objectives, strategy and his/her risk profile 
(e)	procedure for notifying the customer in advance of any amendment. 
(5) The agreement does not contain any provision that excludes or limits a liability imposed by applicable law, waives a customer’s statutory rights or authorizes an activity outside the scope of the provider’s licence.
(6) A Virtual Asset Service Provider discloses clearly state that customer’s assets are not covered by any investor compensation scheme.
(7) A Virtual Asset Service Provider discloses when customer’s assets are no longer under its control, identify the entity liable for such assets at all times and its location.
[bookmark: _Hlk244677203]Article 73: Execution of customer instruction

(1) A VASP execute customer instructions only upon verifying their authenticity and the authority of the person giving them, and in accordance with the customer agreement.
(2) Where an instruction is unclear, incomplete or reasonably suspected to be unauthorized or fraudulent, the virtual asset service provider shall seek clarification or verification before execution and where execution is prohibited by law, the provider shall not execute the instruction.
(3) A VASP executes customer instruction in a timely, accurate, fair, secure and reliable manner.
(4) A VASP takes reasonable steps to obtain the best result for the customer, taking into account price, charges, speed, likelihood of execution and settlement, and the nature and size of the order.
(5) A VASP does not misuse information concerning pending customer instructions, give improper preference to its own transactions or those of related persons.
(6) A VASP provide confirmation upon execution of the customer instructions, and promptly inform the customer of any difficulty, delay or failure affecting execution. Such communication shall be made as agreed upon in the customer agreement.
(7) The confirmation shall contain, at a minimum, the type and quantity of virtual asset, transaction date and time, execution price or applicable exchange rate, fees and charges, transaction or reference identifier, relevant wallet or account information where appropriate, and the status of settlement.
(8) VASP maintains sufficient records to establish the content and time of receipt of each instruction, its verification, any amendment or cancellation, and the time and outcome of execution.
(9) The virtual asset service provider shall establish and implement procedures for the prompt, fair and accurate execution of customer instructions, including procedures for recording, prioritizing, amending and cancelling instructions.
[bookmark: _Hlk244677231]Section 4: Transaction integrity and traceability
Article 74: Transaction integrity and traceability

(1) A VASP ensures that all transactions conducted through its systems or platforms are traceable, auditable, and capable of independent verification.
(2)	For the purposes of Paragraph (1), a VASP:
(a)	reconciles daily and on a customer-by-customer basis, its internal records with on-chain balances and with balances held with third parties, and investigate and resolve any discrepancy without delay; and
(b)	records, for each transaction, the relevant technical metadata, including wallet addresses, network or chain identifiers, transaction hashes, timestamps and interaction logs.

[bookmark: _Hlk244677261]Article 75: Operational Controls

(1) A VASP establishes operational controls appropriate to the type of virtual asset services it provides.
(2) A VASP maintains controls where applicable for:
(a) onboarding, account activation and account restrictions;
(b) transaction limits and approval thresholds;
(c) wallet creation, management and access rights;
(d) settlement, reconciliation and exception handling;
(e) access to private keys, seed phrases or equivalent credentials;
(f) internal transfers and external transfers;
(g) management of dormant, inactive or restricted accounts; and
incident escalation and operational risk management.
(3) A Virtual Asset Service Provider ensures that its operational controls are subject to regular review, testing and updating.
(4) A Virtual Asset Service Provider establishes secure procedures for the initiation, authorization, validation and execution of customer instructions, whether transmitted through:
(a) online platforms;
(b) mobile applications;
(c) application programming interfaces (APIs); or
(d) any other electronic or digital channel.
(5) A Virtual Asset Service Provider implements appropriate measures to protect customers against:
(e) unauthorized access;
(f) identity theft;
(g) phishing, fraud, spoofing or account takeover;
(h) manipulation of customer instructions; and
(i) misuse of authentication credentials.
(6) The measures provided for in Paragraph (5) include, where appropriate: 
(a) multi-factor authentication; 
(b) secure customer onboarding and verification; 
(c) transaction verification mechanisms; 
(d) access controls; and 
(e) customer notification and alert systems.
(7) A VASP, where applicable establishes and maintain adequate operational controls and procedures for: 
(a) account management, transaction limits, settlement, reconciliation, internal transfers and access to critical systems and credentials.
(b) the ongoing monitoring of transactions and operational activity in order to identify and respond to unusual, suspicious, fraudulent, unauthorized or abnormal activity.
(c) the accurate settlement, reconciliation and recording of all virtual asset and fiat-related transactions and shall promptly investigate and resolve any discrepancy or exception identified.

[bookmark: _Hlk244677283]Article 76: Liquidity requirements

(1) A VASP calculates and monitors liquidity daily, maintains documented liquidity limits and contingency funding arrangements, conduct periodic stress tests proportionate to its risk profile, report liquidity in the form and frequency prescribed by the Authority, and 
(2) A VASP immediately notifies the Authority of an actual or projected breach of the liquidity requirement ratio, The Authority may require a liquidity restoration plan, restrictions on distributions or activities, or additional liquid resources.

[bookmark: _Hlk244677301]Article 77: Anti-Money Laundering, Counter-Terrorism Financing and Counter-Proliferation Financing (AML/CFT/CPF)

A VASP: 
(a) establishes and maintain measures to identify, assess, manage and mitigate money laundering, terrorist financing and proliferation financing risks arising from its activities;
(b) maintains appropriate policies, procedures, systems and controls to manage its money laundering, terrorist financing and proliferation financing risks;
(c) designates a suitably qualified person responsible for overseeing the implementation of AML/CFT/CPF framework;
(d) maintains appropriate systems and procedures to identify and report suspicious transactions and other illicit activities;
(e) maintains appropriate measures to identify and comply with applicable targeted financial sanctions relating to terrorism, terrorist financing and proliferation financing;
(f) maintains AML/CFT/CPF records for the period required by applicable law;
(g) periodically assesses the effectiveness of its AML/CFT/CPF framework through independent testing or review, proportionate to their activities;
(h) provides appropriate AML/CFT/CPF training to relevant personnel.


[bookmark: _Hlk244677315]Article 78: Transfer of Virtual Assets and Travel Rule Requirements

(1) A VASP , when carrying out, sending, receiving or facilitating a transfer of virtual assets on behalf of a customer, complies with the applicable requirements relating to anti-money laundering, counter-terrorist financing and counter-proliferation financing.
(2) Every transfer of virtual assets, regardless of its amount, including any transfer below FRW 1,000,000 or its equivalence in foreign currencies, is accompanied by the required information relating to the originator and the beneficiary, in accordance with the applicable requirements governing electronic transfers, payments or transfers of value. No monetary threshold has the effect of exempting a virtual asset transfer from the requirement to provide such information.

[bookmark: _Hlk244677332]Article 79: Restrictions on high-risk transactions

A VASP establishes appropriate controls and restrictions in relation to transactions:
(a) involving high-risk jurisdictions;
(b) that are unusually large, complex or economically irrational; and
(c) that may expose the provider or its customers to legal, regulatory, sanctions, fraud or operational risk.

[bookmark: _Hlk244677345]Article 80: Compliance and risk management 
 
(1) The VASP establishes and maintain compliance and risk management arrangements proportionate to the nature, scale and complexity of its activities including:
(a) establishing a compliance function to monitor, identify material deficiencies and breaches;
(b) designating a qualified person responsible for compliance, with sufficient authority, resources and access to information to perform that function effectively and report such matters promptly to the governing body;
(c)  establishing and maintaining an effective risk management framework to identify, assess, monitor, manage and mitigate risks, including appropriate risk limits, controls, escalation procedures and reporting arrangements.
(2) The risk management framework addresses the following risks:
(a) market and financial risks;
(b) liquidity risk and concentration risk;
(c) credit and counterparty risk;
(d) technology and operational risk;
(e) cybersecurity and information risk;
(f) outsourcing and third-party risk;
(g) money laundering, terrorist financing, proliferation financing, sanctions and other financial crime risk; and
(h) business continuity and operational resilience risk
(i) any other material risks arising from its activities and risk profile.
(3) The governing body oversees the effectiveness of the risk management framework and ensure that material risks and breaches of risk limits are appropriately mitigated.

[bookmark: _Hlk244677358]Article 81: Risk assessment and stress testing 

(1) The VASP regularly assesses its risks and the effectiveness of its risk controls and   promptly escalate material deficiencies, risk-limit breaches and emerging risks.
(2) The VASP conducts regular stresses testing based on realistic and severe scenarios and take appropriate measures to address risks identified through stress testing.



[bookmark: _Hlk244677375]Article 82: Risk warnings

(1) A VASP provides customers with appropriate and prominent risk warnings before providing any virtual asset service.
(2)  Such risk warnings address, where applicable:
(a) the volatility and potential loss of value of virtual assets;
(b) the possibility of partial or total loss of customer funds or virtual assets;
(c) the irreversibility of certain transactions;
(d) technology, cyber, fraud, custody and operational risks;
(e) legal, regulatory or market-related risks; and
(f) any other material risk relevant to the service or product offered.
(3) A VASP ensures that risk warnings are not hidden, minimized or presented in a manner likely to diminish their significance.
(4) VASPs publish a detailed description of all material risks associated with virtual assets, including but not limited to a specific statement that virtual assets –
(a) may lose their value in part or in full and are subject to extreme volatility at times; 
(b) may not always be transferable and some transfers may be irreversible. 
(c) may not be liquid; 
(d) some transactions are not private and may be recorded on public DLTs; and 
(e) may be subject to fraud, manipulation, theft, including through hacks and other targeted schemes and may not benefit from legal protections





[bookmark: _Hlk244678089]Article 83: Other risk mitigation arrangements

(1) The Regulatory Authority may require a licensed VASP to maintain insurance coverage, guarantee arrangements, compensation mechanisms, or other risk mitigation measures appropriate to the nature and scale of its business. These arrangements may relate to:
(a) cyber incidents;
(b) theft or loss of customer assets;
(c) operational failures;
(d) fraud or internal misconduct; and
(e) professional liability or other business risks.
(f) any other risks.
(2) A VASP submits to the Regulatory Authority, annually and whenever a material change occurs, a board-approved enterprise-wide risk assessment and a report on the adequacy and effectiveness of its risk management framework, including material risk exposures, limits breaches, stress-testing results and remediation actions.
(3) A VASP discloses to the Regulatory Authority, and where appropriate to customers, the scope and limitations of any such protection arrangements.

[bookmark: _Hlk244678101]Article 84: Regulatory access and transaction visibility

(1) A VASP, provides timely access to its systems, records and information necessary for the exercise of its supervisory and regulatory functions.
(2) A VASP maintains systems capable of providing electronic access to operational, transactional, financial wallet, custody, settlement and compliance information in a form prescribed by the Regulatory Authority.
(3) The VASP ensures that domestic and cross-border virtual asset flows are traceable, auditable and attributable to identifiable customers or counterparties, including through transaction tagging, wallet or account classification and retention of transaction identifiers, wallet addresses, asset type, value, timestamps and relevant jurisdictional information.
(4) Transaction and transfer records, where applicable, include the relevant distributed-ledger network or chain identifier, transaction hash or equivalent unique identifier, originating and destination wallet addresses or accounts, asset type, amount, timestamp, status and other metadata reasonably necessary to reconstruct and independently verify the transaction.
(5) Where data, systems, wallet infrastructure or outsourced services are hosted outside Rwanda, the VASP ensures that such arrangements do not prevent, restrict or delay the Authority’s access to information or effective supervision.
[bookmark: _Hlk244495448]


[bookmark: _Hlk244678129]Article 85: Outsourcing and reliance on third parties in operations

(1) A VASP may enter into an agreement to outsource its operational functions of provision of virtual asset services.
(2) A Virtual Asset Service Provider remain fully responsible and accountable for any operational activity, function, or service that it outsources to or performs through a third party, and such outsourcing shall not relieve the VASP of any of its legal or regulatory obligations.
(3) A Virtual Asset Service Provider shall not outsource any critical or material operational function without the prior written approval of the Regulatory Authority. An application for such approval is submitted at least 30 calendar days before the proposed implementation date and shall include:
(a) the results of the due diligence conducted on the proposed third-party service provider;
(b) an assessment of the risks associated with the outsourcing arrangement;
(c) the proposed outsourcing agreement;
(d) arrangements relating to data location, confidentiality, security and protection;
(e) provisions ensuring appropriate audit and access rights for the VASP and the Authority;
(f) controls and oversight arrangements relating to sub-outsourcing;
(g) business continuity and disaster recovery arrangements;
(h) assessment and mitigation measures for concentration and other relevant operational risks, and a tested exit, substitution or transition plan to ensure the continued provision of the outsourced function where the arrangement is terminated or disrupted.
(4) Where a VASP outsources any function or service to a foreign service provider, the outsourcing arrangement shall not:
(a) prevent or otherwise impede the application or enforcement of the laws of Rwanda;
(b) restrict the Regulatory Authority or any other competent authority from exercising its supervisory, inspection or enforcement powers; or
(c) impede timely and unrestricted access, where lawfully required, to relevant records, information and data relating to the outsourced activity.
(5) A VASP notifies the Regulatory Authority where an outsourced function or service connects, directly or indirectly, to the national payment system, mobile money infrastructure, bank settlement accounts, fiat on-ramp or off-ramp arrangements, 
(6) The VASP maintains effective oversight of all outsourced activities and ensures that the third party has appropriate systems, controls, resources, expertise   and business continuity arrangements to perform the outsourced function in accordance with applicable laws, regulations and regulatory requirements.
[bookmark: _Hlk242714823]
[bookmark: _Hlk244678142]CHAPTER VIII: SUPERVISION OF VIRTUAL ASSET SERVICE PROVIDERS

Article 86: Supervisory cooperation

A VASP cooperates with the Regulatory Authority in the exercise of its supervisory powers and provide any information, records or assistance required by the Regulatory Authority.

[bookmark: _Hlk244678169]Article 87: Annual supervision fee

(1) After each financial year, each VASP operating in Rwanda pays to the Regulatory Authority a supervision fee of
(a) 0.5% of the gross income generated in the previous financial year as the audited financial statement or FRW 15,000,000 whichever is higher, for the virtual asset issuance platform operator;
(b) 0.5% of the gross income generated in the previous financial year as the audited financial statement or FRW 20,000,000 whichever is higher, for the virtual asset issuance platform operator;
(c)  0.5% of the gross income generated in the previous financial year as the audited financial statement or FRW 30,000,000 whichever is higher, for the virtual asset exchange;
(d) 0.5% of the gross income generated in the previous financial year as the audited financial statement or FRW 30,000,000 whichever is higher, for the virtual asset custodian;
(e) 0.5% of the gross income generated in the previous financial year as the audited financial statement or FRW 10,000,000 whichever is higher, for the virtual asset issuance platform operator;
(f) 0.5% of the gross income generated in the previous financial year as the audited financial statement or FRW 5,000,000 whichever is higher, for the virtual asset investment advisor;
(2) This amount is paid within four months after the end of the foregoing financial year.
(3) For the purpose of this Article, gross income include:
(a) net income (gross income minus expenses);
(b) fees and commissions;
(c) foreign exchange income; and
any other income, less non-recurrent income (such as gains on disposal of fixed assets or investments) and non-banking income (such as rental income or grants received).




[bookmark: _Hlk244678181]Article 88: Regulatory reporting

(1) A VASP must submit to the Regulatory Authority weekly reports on the volume and value of transactions.
(2) A VASP must submit monthly reports on complaints received and resolved.
(3) A VASP must submit quarterly reports on: 
(a) financial statements and financial condition;
(b) capital and liquidity position;
(c) customer assets and safeguarding arrangements;
(d) number and categories of customers;
(e) risk management, internal controls and compliance; and
(f) cybersecurity incidents, operational disruptions and fraud.
(4) A VASP must, by 31 March of each year, submit: 
(a) audited annual financial statements;
(b) the external auditor’s report; and
(c) any other annual report required by the Regulatory Authority.
(5) The Regulatory Authority may prescribe the form, content and manner of reports submitted under this Article and require any additional information, and all reports submitted under this Article must be:
(a) complete, accurate and not misleading;
(b) submitted in the form and manner prescribed by the Regulatory Authority.
(6) The Regulatory Authority may require any report submitted under this Article to be supported by:
(a) underlying records or evidence;
(b) management attestations;
(c) independent audit or assurance reports, where appropriate.

[bookmark: _Hlk244678195]Article 89: Records keeping

(1) A VASP retains all the records required under these regulations for ten years. 
(2) A VASP must arrange for orderly records to be kept of its business and internal organisation, including all services and transactions undertaken by it, which must be sufficient to enable the Regulatory Authority to monitor compliance with the Law, and in particular to ascertain that the VASP has complied with all obligations with respect to clients. 
(3) Records which set out the respective rights and obligations of the VASP and its client under a agreement are retained for at least the duration of the relationship with the client and for ten years after the termination of the relationship.
(4) Records are maintained in a medium that allows the storage of information in a way accessible for future reference by the Regulatory Authority, and in a form and manner that the following conditions are met:                                                           
(a) the Regulatory Authority is able to access them readily and to reconstitute each key stage of the processing of each transaction;
(b) it must be possible for any corrections or other amendments and the contents of the records prior to such corrections or amendments, be easily ascertained;
(c) it shall not be possible for the records to be manipulated or altered.

[bookmark: _Hlk244678216]Article 90: Notification of material changes
(1) A VASP notifies and request for approval from the Regulatory Authority, in writing, of any material change in its business, operations, governance, ownership, financial condition, risk profile or compliance status.
(2) A material change includes –
(a) a change in ownership, control or beneficial ownership;
(b) a change in directors, senior management or key persons;
(c) a material change in business activities, products, services or business model;
(d) a material change in custody, wallet, safeguarding or outsourcing arrangements;
(e) a material change in technology systems, platform architecture or security arrangements;
(f) a merger, acquisition, restructuring or cessation of a material business line;
(g) any other change determined by the regulatory Authority to be material.
(3) A VASP notifies the Regulatory Authority of any matter under paragraph (2) within seven calendar days from the date on which it becomes aware, or ought reasonably to have become aware, of such matter. 

[bookmark: _Hlk244678230]Article 91: Corrective actions 
(1) The Regulatory Authority may issue remedial directives or corrective measures as it considers necessary where it is determined that a Virtual Asset Service Provider has –
(a) failed to maintain adequate prudential, safeguarding, operational, governance or compliance arrangements;
(b) engaged in unsafe, unsound, unfair or non-compliant practices; or
(c) breached these Regulations thereunder;
(d) exposed customers, customer assets, market integrity or the financial system to undue risk.
(2) The Regulatory Authority may require a VSAP to:
(a) remedy deficiencies or weaknesses within a specified period;
(b) strengthen internal controls, governance, safeguarding or compliance arrangements;
(c) suspend, restrict, modify or discontinue a product, service, activity or business practice;
(d) replace or enhance systems, controls, procedures or personnel;
(e) submit a remediation or corrective action plan;
(f) commission an independent review, audit or assurance exercise;
(g) increase capital, liquidity, reserves or other protective resources, where appropriate; or
(h) take any other corrective action directed by the Regulatory Authority.

[bookmark: _Hlk244678243]CHAPTER IX: FAULTS AND ADMINISTRATIVE SANCTIONS

Article 92: Faults and administrative sanctions

(1) The Regulatory Authority may impose an administrative sanction on a VASP that contravenes this Regulation, or any other applicable regulations;
(2) Administrative sanctions include:
(a) a written reprimand;
(b) an order to remedy the fault within a specified period;
(c) restriction or variation of the virtual asset services authorized under the licence;
(d) suspension or revocation of the license;

[bookmark: _Hlk244678259]Article 93: Sanctions against directors and senior management

The Regulatory Authority may impose on a member of the board of directors or senior management who is responsible for a violation of this Regulation:
(a) a warning or reprimand;
(b) an administrative fine;
(c) suspension or removal from office;
(d) temporary or permanent prohibition from holding a management or governance position in a VASP; or
(e) any other administrative measure provided by law.

[bookmark: _Hlk244678268]Article 94: Insider dealing

(1) A person who possesses inside information relating to a virtual asset does not:
(a) use that information to acquire or dispose of, or attempt to acquire or dispose of, the virtual asset; or
(b) recommend, encourage or cause another person to acquire or dispose of the virtual asset.
(2) A person who contravenes paragraph (1) commits an administrative fault and is liable to:
(a) a fine equal to three times the profit gained or loss avoided; and
(b) where applicable, prohibition from performing management or trading functions for a period not exceeding one year.
(3) Where the person is a VASP, the Regulatory Authority may also suspend or revoke its licence.

[bookmark: _Hlk244678288]Article 95: Market manipulation

(1) A person does not engage in any transaction, order or other conduct that:
(a) gives false or misleading signals as to the supply, demand, price or trading activity of a virtual asset;
(b) fixes the price of a virtual asset at an artificial or abnormal level;
(c) disrupts the normal operation of a virtual asset trading platform or conceals genuine orders; or
(d) creates artificial trading activity, including wash trades, transactions between accounts under common control, or matched orders between persons acting together.
(2) A person must not transact in a virtual asset with the intention of artificially increasing, reducing or stabilizing its price to induce another person to buy, sell, subscribe for or refrain from dealing in that virtual asset.
(3) A person who contravenes this Article commits an administrative fault and is liable to a fine equal to three times the profit gained or loss avoided and, where applicable, prohibition from management or trading functions for up to one year. 
(4) Where the person is a VASP, the Regulatory Authority may also suspend or revoke its licence.

[bookmark: _Hlk244678305]CHAPTER X: FINAL PROVISIONS

Article 96: Resolution of a VASP

(1) A VASP may voluntarily surrender its licence by applying to the Regulatory Authority at least 30 days in advance, accompanied by a governing-body resolution and an orderly wind-down plan.
(2) The Regulatory Authority may approve the surrender where satisfied that clients, creditors and market integrity are protected and outstanding obligations are adequately addressed.
(3) Revocation or surrender does not affect any prior liability, obligation or enforcement action.
(4) Upon revocation or surrender, the VASP must cease licensed activities, return or transfer client assets, settle outstanding obligations, preserve records and submit a final wind-down report to the Regulatory Authority.
(5) The Regulatory Authority may appoint, or require the appointment of, a person to oversee the wind-down.
(6) The Regulatory Authority must publish the revocation or surrender, including its effective date.


[bookmark: _Hlk244678328]Article 97: Recourse modalities

If the applicant is not satisfied with the decision of the Regulatory Authority made an appeal in writing to the Review Panel within 15 days following the time the appellant became aware of the circumstances giving rise to a complaint.
[bookmark: _Hlk244679269]Article 98: Transitional provisions

The virtual asset service providers apply for licensing immediately from the commencement of these Regulations.

[bookmark: _Hlk244679284]Article 99: Language provision

This Regulation was drafted in English.

[bookmark: _Hlk244679305]Article 100: Entry into force

These Regulations comes into force on the date of its publication in the Official Gazette of the Republic of Rwanda.
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